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Introduction to JanusSeal App for Outlook

JanusSeal App for Outlook allows your Office 365, OWA and Outlook users assign security classifications
(protective markings) to their email messages and calendar items from any Outlook client - Windows desktops
(Outlook 2013 and above), Outlook Mac 2016, Outlook on the web and Outlook Mobile.

Janusseal App for Outlook helps you to:

e Heighten awareness of security among your users
e Move to the cloud and free up your IT security team for other priorities
e Get more out of your other IT security solutions.

With Janusseal App For Outlook, people are prompted to classify their emails based on information sensitivity
reducing the risk of it being lost of mishandled.

TAKE CONTROL OF YOUR INFORMATION SECURITY

Assuming you’ve chosen your security classifications, such as Personal, Private and Confidential and which
types of messages you want to classify, Janusseal App for Outlook will take care of the rest for you, along with
these benefits:

e Control - only the creator of the webmail message can assign a security marking

e Is cloud based - the code lives in the cloud, but the app is enabled at the Exchange Server (Office 365, Exchange
Online or On Premise) (Janusnet also provides an On-Premise Edition of the product)

e Awareness — the security marking is visible to recipients so they know how to handle the messages

e Improved monitoring - mail security markings can be linked to your security systems

o Compatibility with most browsers - Internet Explorer, Mozilla Firefox, Google Chrome and Apple Safari

¢ Compliance — with various government Email Protective Marking Standards and it can be quickly configured for new
corporate or alternative schemes.
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*= SEND X DISCARD @ INSERT & APPS  sas

To: Bob User: ® janusSEAL email security "

Ce:

Specify the security classification

Subject: Important information [SEC=CONFIDENTIAL]

| Gatior -2 ~] v O PERSONAL
Bob, O puBLIC
Important information for you ... ®© CONFI%NTIAL
Alice O COMPANY CONFIDENTIAL
O STAFF CONFIDENTIAL
|
Help
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janusSEAL X

Specify the security classification

© puBLIC

© PERSONAL

© CONFIDENTIAL

© CONFIDENTIAL COMPANY
© CONFIDENTIAL STAFF

Send Cancel Help

N
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Important information [SEC=CONFIDENTIAL]

¢ DELETE &= REPLY €= REPLYALL
Alice User

Wed 13/08/2014 13:35

To: Bob User;

janusSEAL emiﬁsecurity

=> FORWARD

mark as unre

=+ Get more apps

Security classification: CONFIDENTIAL

Sender's email domain: @janus12r2.dev

Your email domain: @janus12r2.dev
Protective marking (subject): [SEC=CONFIDENTIAL]

Bob,
Important information for you ...

Alice

What you need

Janusseal App for Outlook works with these clients:

e  Microsoft Outlook 2013 (Windows)

e Microsoft Outlook 2016 (Windows and Mac)
e Microsoft Edge

e  Microsoft Internet Explorer 11

e Mozilla Firefox

e Google Chrome

e Apple Safari

e Outlook for iOS

e Outlook for Android

For Exchange 2010, click on Janusseal for Outlook Web App
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